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Problem:
Public safety* responders** increasingly use and rely upon smart phones, tablet computers, mobile apps*** and data sharing to do their job in the field. In fact, over 90% of Washington’s public safety* agencies use devices and apps on wireless commercial networks today.   But these devices and apps are not evaluated for usability, security, interoperability, quality and protection of citizen/responder privacy.   Few policies or statutes govern their use.  In fact there is not even a catalog of such apps.   There are no standards for interoperability or data sharing.   So, for example, when firefighters from multiple agencies converge on a wildfire, they have difficulty sharing common maps, apps, GPS locations, and other data.

Concept:
The Public Safety Mobile Wireless Technologies program (“Program”) would:
· Catalog the devices and apps in use by Washington’s responder** agencies today;
· Crowdsource usability information from agency users to share with other agencies;
· Coordinate evaluation of apps and devices for usability, cybersecurity, interoperability, quality/fitness and protection of privacy;
· Recommend standards, policies and statue changes to the SIEC and CIO;
· Work with agency users and vendors to drive development of enhanced apps, new apps, and new technologies (sensors, cameras) to support Washington responders unique needs.
· Engage federal programs (including funding and grants) from the Department of Homeland Security Science and Technology Directorate (DHS/S&T), FEMA, the Public Safety Communications Research (PSCR) program of the federal Department of Commerce (which has $300 million to fund research) and the Pacific Northwest National Laboratory (PNNL) which is under contract to the federal Departments of Energy and Homeland Security.  The Program would bring Washington’s agencies and responders to the table as evaluators and testbeds for technologies researched by these organizations.
· The program might also evaluate apps and devices for citizen use, e.g. to interact with 911 Centers when uploading video, images and other information for use by responders.
· The Program could also work with any kind of device wirelessly connected and used by responders, e.g. cameras, sensors, detectors etc.

Organizational Structure
The Public Safety Mobile Wireless Technologies program would be administratively housed in WaTech.  But it would have funding and authority to engage the State’s research universities and private companies as well as consultants to do the work outlined above.  It is possible the program could eventually become or be allied with a Center at a University or a non-profit.  The Washington State Interoperability Executive Committee (SIEC), established by RCW and appointed by the State CIO, would provide oversight and policy direction to the Program.

Funding
The program would require some initial funding from the General Fund.   It also would be funded partially by the State and Local Implementation Grant Program (SLIGP) of the federal Department of Commerce which supports FirstNet outreach in Washington.  But, once it is an established program, it could engage and use funds from existing grant and research programs of DHS, Department of Commerce, Department of Energy, FEMA and others to do its work.
	
Relationship to Governor’s and Legislative Priorities
Few elected officials understand or use land-mobile radio voice networks such as those commonly used by police, fire, emergency medical, transportation, natural resources and other responders.   But EVERY elected official uses smart phones, tablet computers and apps.   Almost every elected official has been involved in a disaster such as a wildfire or a school shooting or an incident such as a SWAT response or major fire or serious accident in their district, and then has experienced how a lack of information makes response difficult.   These officials know about body-worn video cameras, traffic sensors, and wireless networks.   They should be quite willing to support an initiative which improves situational awareness and standardizes some of the apps used by responders throughout the state.   This proposed Program could also support policy development in a variety of public safety ranging from mobile devices to body-worn video cameras to use of unpiloted aerial vehicles (UAV aka “drones”

Scope
The Program could have many functions.    It will be important to initially limit the functions based on capacity and funding.   This is a rough list and priority of functions:

Initial Functionality
1. Apps Catalog.   Build and maintain a catalog of mobile apps*** and devices in use by Washington’s first responders, including their functionality, cost and usability as determined by interaction with the users.   Devices would include wearable tech and video cameras (fixed, body-worn, dashcam) included related software.   Make this catalog available online.   Such a catalog would be useful to all agencies, as they could see what other agencies are doing, and would be useful to policymakers and elected officials in determining budgets and funding.
2. Use cases and user stories.   Collect user stories about how the apps and devices are used, strengths, shortcomings and additional functionality needed.  Develop detailed use cases.  Helps elected and other senior government officials understand use of apps and devices today and to help inform policy governing use of mobile apps and devices.
3. Usability evaluation.   Evaluate mobile apps and devices for functionality and usability.   Includes ease of login.   Initial evaluations through interviews with responder agencies, although it could involve use of external usability labs or testing companies.
4. Master contracts.   Working with state government Department of Enterprise Services, establish or improve master contracts for the apps, applications and maybe wireless services which any agency statewide could use.

Medium-term (one to two years) Potential Functionality
5. Network and application performance.  Evaluate apps and devices for performance, including use of network bandwidth, speed of response, whether the app needs a network connection or how in functions in low-bandwidth environments (rural and remote areas).
6. Cybersecurity evaluation.  Evaluate commonly used mobile apps for their security.   Includes protection of sensitive (CJIS, HIPPA, FERPA) data, two-factor authentication. This would probably be accomplished by engaging outside professional companies.   Such an evaluation could also help inform privacy concerns and considerations. 
7. Extend to other Government Public Safety Responder Agencies. Extend some of these functions from first responders to app public safety responders (utilities, transportation, public works, etc.)

Other Potential Functionality (if desired by public safety agencies, elected officials)
8. Cooperative development of future apps, applications, devices.   Work with federal and non-profit agencies to coordinate evaluation and potential development of network-connected devices.  The federal agencies might include DHS/S&T, PSCR, “First Responder of the Future” program, FEMA, NIST, NG911 office.   Non-profit or private agencies would include Pacific Northwest National Labs (PNNL).   The Program would serve as a link between field responders and the agencies for such evaluation.  This function would probably require funding for responder travel and backfill (paying salaries) of participants.
9. Internet of Things (“Internet of Responder Things” or IoRT).   Work with using agencies to review, evaluate existing and new IoRT devices such as sensors, detectors, video cameras (fixed, bodyworn, dashcam), wearable tech, vehicle-based tech, GPS/AVL and others for potential deployment.   Work to help insure interoperability (example:  as firefighters come to a wildfire scene, each of their devices has access to all video feeds and other sensors in the wildfire’s geography).   
10. 24x7 support of apps and networks.    A place for public safety responders to call 24x7 for help. (Potential service by WaTech.)
11. Hosting of applications.  Establish common hosting environments for commonly used applications*** such as computer-aided dispatch, field reporting so individual agencies have a secure place to access them, and to improve interoperability.   (Potential hosting by WaTech.)
12. Citizen apps, NG911.    Many privately developed mobile apps purport to interact with 911 centers, but none do.   This causes confusion to the public.  This Program might eventually evaluate such apps on behalf of the public at the request of PSAPs and 911 centers.  This part of the Program might also work to allow the public to securely submit video, images and other data to 911 centers as part of their call for assistance.  This part of the Program would coordinate with the E911 program office in the Military Department.

Other Functionality “Pushing the Envelope” as to what is Feasible to Accomplish
13. Autonomous vehicles and devices.  Unpiloted aerial vehicles (UAV, aka “drones”), connected vehicles and eventually autonomous cars, robots and similar devices will increasingly be used by public safety.   This Program would not address the development of such devices as such, but would be concerned about data interoperability and potential use.   For example, if a public safety UAV is dispatched to an incident, data from the sensors, video cameras, radios and other equipment on the UAV should be available to the incident commander and most public safety responders on the ground.   Such work would be closely coordinated with WSDOT.
14. Certification of devices and apps.  Upon request of a using agency (not a vendor), conduct the evaluations outlined above and potentially “certify” them for use by Washington’s responder agencies.    This function might include establishing a “lab” or “testbed”.   This function might include adopting standards for usability and/or interoperability.  
15. Extend to back-end Applications.  Extend some of these functions to back-end applications*** used by responders, e.g. computer-aided dispatch, field reporting, case management.

*Note about the term “Public Safety”
As used in this context, “public safety” means law enforcement, firefighting and paramedics, but also includes agencies which often have a public safety mission:  transportation, transit, natural resources, public works, parks, water/wastewater/gas/electric utilities, emergency operations centers and elected officials.

**Note about the term “Responder”
As used in this context, “responder” includes any person, unit or agency who responds to public safety incidents.  This includes first responders such as police, fire and emergency medical, but also includes transportation departments responding to roadway problems and incidents, utility departments fixing outages and many other functions.   If the term “first responder” is used, it refers to the traditional first responder disciplines.

***Note about the terms “apps” and “applications”
In the context of this paper, an “app” is synonymous with “mobile app” – a small footprint computer program which operates on a mobile device such as a smart phone or tablet computer.   An “application” is a computer program residing on a computer server in a data center.  An “app” could provide access to a remotely hosted “application” over a network.
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